Restful Objects Specification

1. Introduction

The aim of the Restful Objects is to define a standard specification by which domain objects can be exposed as a set of RESTful resources over HTTP.  The representations of these objects is through JSON.  These representations can then be consumed by any client (eg Javascript, Java, .NET, Ruby, Python etc).
More precisely, the domain objects mapped by Restful Objects are entities, expected to be persisted into some form of persistence mechanism.  Every entity must have a unique and immutable identifier.

The Restful Objects specification is at a higher-level of abstraction compared, for example, to the JAX-RS specifications for Java platform, or the WCF specifications on .NET.  Specifically, the domain entities that it exposes as resources are thought of in similar terms to UML, in that they consist of:

· properties (fields/attributes), holding either a scalar value or reference to another entity

· eg Customer.firstName, Customer.mostRecentOrder

· collections, holding a vector reference to another entity

· eg Customer.orders
· actions (operations/methods), whereby the object can execute arbitrary business logic
· eg Customer.placeOrder()
This is the same view of a domain object as that taken by the naked objects pattern.  Indeed Restful Objects can be considered as a REST-based implementation of a naked objects user interface, defining a set of representations derived from a metamodel of a domain object model.
1.1. HATEOAS vs Templated URIs

REST-based systems are typically designed to have a single or small number of starting (home page) resources, from which all other resources can be traversed.  This is REST’s HATEOAS concept: hypertext as the engine of application state.  Just as when using a web browser you can click through links to get to the next page, so should a REST client be able to follow a link to another resource.  The client knows what the link represents but does not need to care what the value of the link.

This style of REST is supported by Restful Objects in two ways.  Firstly, domain object services (eg CustomerRepository, OrderRepository) are singletons that act as well-known starting points.  Secondly, the reference properties and collections between domain objects are represented as traversable links, and in addition domain object actions can return references to other (newly-created or existing) objects.
Some REST practitioners take the view that a pure-HATEOAS design is not always practicable, arguing both that it places too much responsibility on the part of the client (having to traverse through multiple sets of representations from the start page), and/or that it is not performant (for much the same reasons).  So as an alternative, a REST system can be designed following a more API-based approach works, defining a set of well-known templated URIs which the client application knows how to construct.  This style of REST is also supported by Restful Objects; the URLs for each of the resources defined by the specification are well-defined.
1.2. Restful Object Resources

The following diagram shows the resources defined by the specification:
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The homepage resource is intended to act as a start page.  From this two further resources can be obtained: a representation of the currently logged-in user (by following rel=user link); and, a representation of the list of domain services/repositories (by following the rel=services link).  Detailed representations for each of the domain services can then be accessed by following the rel=object links.  
Domain objects themselves are interacted with and are represented by multiple RESTful resources, for the object itself, its properties, its collections and its actions.  Having obtained an initial representation of a domain service object, it is possible to walk the graph to (the representations of) other domain objects either by traversing the properties/collections, or by invoking actions.
1.2.1. Domain Object Resources
The following table summarises the resources available for domain objects.

	
	
Object
	
Property
	
Collection
	
Action
	Action / invoke

	GET
	object summary, member summary, property values
	property details and value
	collection details and content
	action prompt
	invoke (no side-effects)

	PUT
	n/a – 405
	update or clear property value
	add object to collection (set semantics)
	n/a – 405
	invoke (idempotent)

	DELETE
	n/a - 405
	clear property value
	remove object from collection
	n/a – 405
	n/a – 405

	POST
	n/a – 405
	n/a - 405
	add object to collection (list semantics)
	n/a – 405
	invoke (any)


The HTTP GET method is used to obtain both a summary representation of an object (eg a Customer instance), as well as detailed information about a specific property of an object (eg Customer.firstName) or about a specific collection (eg Customer.orders).
In addition, HTTP GET is used to obtain a representation of an object action, (eg Customer.placeOrder()).  This representation does not invoke the action; rather it describes the action, providing such information as the arguments required to invoke the action as well as their types.  The actual invocation an action is accomplished through an '/invoke’ subresource.  This can be invoked using either GET (if the action is known to be to have no side-effects), or PUT(if the action is known to be idempotent) or POST (for any action, irrespective of side-effects or idempotency).

Modifying state of a domain entity is performed through resources supporting HTTP PUT, DELETE and POST.  Properties can be set to a new value using HTTP PUT, or can be set to null using HTTP DELETE.   Meanwhile collections can be added to using HTTP PUT (if a set) or HTTP POST (if a list), or removed from using HTTP DELETE.
Not every HTTP method applies to every object feature, and where it does not the specification requires that a 405 ('method not allowed') status code is returned.
1.3. Example Resource URLs
The following table lists some example URLs for accessing resources:
	Resource
Type
	
Resource

	object
	http://localhost/objects/ORD|123 

	property
	http://localhost/objects/ORD|123/properties/createdOn 

	collection
	http://localhost/objects/ORD|123/collections/items 

	action
	http://localhost/objects/ORD|123/actions/placeOrder  

	action
invocation
	http://localhost/objects/ORD|123/actions/placeOrder/invoke


In the example URLs the "ORD|123" is an object identifier to an instance of a domain object (an Order, in this instance).  The value of this string is provided in the GET representations; its precise format is implementation-specific.

2. Conventions
Restful Objects aims to enable any set of domain object instances to be represented through a highly uniform interface.  This uniformity is expressed in terms of the standard HTTP verbs, the HTTP headers and status return codes, and the elements of the (JSON) representations themselves.

2.1. JSON Representations

2.1.1. Links

Every JSON representation will have relationships to other representations.  These relationships are expressed by links that include a 'rel' attribute.

Link values follow a standard format:
{

  "rel": "xxx",

  "href": "http://localhost/objects/ORD|123",

  "method": "GET",

  "title": "xxx",

  "body": [ ... ],
  "value": { ... }
}
where:

	Attribute
	Description

	rel
	the relationship between this object(’s representation) and the referenced object(’s representation)

	href
	the (absolute) hyperlink to the related resource

	method
	the HTTP method to use to traverse the link (GET, POST, PUT or DELETE)

	title
	an optional attribute to allow the consuming application to render the link without necessarily traversing the link

	body
	an optional attribute, being a list of JSON values to be sent as the body if following the link using PUT OR POST

	value
	an optional attribute, being the value as a result of traversing the link


The "body" and "value" attributes warrant further discussion, and are expanded on below.

2.1.1.1. Body attribute

The "body" attribute is always a list of values.  If the resource requires a single value (eg a PUT to modify a property) then the list must hold precisely one value.  Otherwise the list should have the same number of elements as required by the resource (eg arguments for each action parameter).

The "body" representation may be partly or fully populated.  For example, an action may defines default values for its arguments, then the implementation can provide these defaults in the body.  The client is free to use these or ignore them as it sees fit.  Otherwise the null JSON elements will be provided in the list.
For example:

{ "body": [ null ] }

could represent the body for the PUT of a property modify link, with no default provided, while:

{ "body": [ "OPEN" ] }

could represent the body for the PUT of a property modify link, with an initial default provided.

Similarly, 

{ "body": [ 

    null,

    {

      "ref": "object",

      "href": "http://localhost/objects/CUS|123456",

      "method": "GET"

    }

   ]

}

could represent the partly-populated body for the link to an action that expects 2 arguments, the second being a reference to a Customer.

2.1.1.2. Value attribute

The "value" attribute is intended to support eager loading of links by resources.  For example, an Order representation may have a collection of OrderItems, and may typically want to provide that representation to avoid an additional round-trip request by the client.

Links can appear either as the value of an attribute, or may appear in a list.   In the latter case, the name of the attribute holding the list is often 'links', though other attributes may also be used (eg 'members' holds a list of links to an object members).  Whenever there is a list of links, then 'rel' will be a unique qualifier within this list.
For example:

links": [

  {
    "rel": "xxx",
    ...

  }, {
    "rel": "yyy",
     ...

  },

  ...

]
2.1.2. Links to types
Types are also represented as links, in effect to a resource (notionally, in the metamodel) that describes that type.  This type resource that is referenced can be used, for example,  to lookup the standard icon for an instance of that type, or used by the client's UI to select custom widgets (eg for date picker, boolean checkbox etc).
The 'rel' attribute for a type link is always the literal "type".
The 'href' attribute has the format:
http://localhost/types/application/vnd.xxx+json
where 'xxx' the class name.  A JSON built-in type (string, long, int, boolean) is used if available, otherwise the value defaults to an implementation-defined value (typically the fully-qualified classname).

For example, the following is a link to the definition of a date type: 

{

  "rel": "type",

  "href": "http://localhost/types/application/vnd.date+json",

  "method": "GET"

}

And the following is a link to the definition of the com.mycompany.myapp.Order type: 

"type": {

  "rel": "type",

  "href": "http://localhost/types/application/vnd.com.mycompany.myapp.Order+json",

  "method": "GET"

}

2.1.3. Standard attributes

Every JSON representation has a number of "standard" attributes.  These can be used by clients to dynamically select how to process the rest of the representation.

2.1.3.1. 'resourceType' attributes

The first of the standard attributes is the 'resourceType' attribute, which defines the nature of the resource.   For example:

{

  "resourceType": "object",

  ...

}

The possible values for the 'resourceType' attribute are:

	resourceType
	Description

	homepage
	start page

	user
	user requesting the resource

	object
	domain object (or domain service)

	objectProperty
	details of a domain object property

	objectCollection
	details of a domain object collection

	objectAction
	details of a domain object action

	list
	list of references to objects (eg services, or the return of a 

	scalar
	a scalar value (eg as returned by an action invocation)


2.1.3.2. 'type' attribute

The next standard attribute common to all resources is the 'type' attribute.  The value of this attribute is a link to the resources type, where:

· for a domain object resource it links to (a resource representing) the (runtime) type of a domain object

· for an objectProperty resource it links to the property's (compile-time) type

· for an objectCollection resource it links to the collection's (compile-time) element type

· for an objectAction resource it links to the action's return type

2.1.3.3. 'self' attribute (link to self)
The third standard attribute common to all resources is the 'self' attribute.  The value of this attribute is a link to the resource from which the representation was obtained.  This link has a rel="self", and must have a method of GET.
For example: 

{

  "resourceType": "object",

  ...,

  "self": {

    "rel": "self",

    "href": "http://localhost/objects/ORD|123",

    "method": "GET"
  }

  ...
}
2.1.4. Object Member Permissions (Visibility and Usability)
The specification defines two mechanisms by which object members may be secured.  Based on the credentials of the requesting user, the representation may either:

· exclude a particular object member from the representation

· in other words, so that it is not visible to the user, or
· exclude the links from an object's representation for mutating the object

· in other words, to disable those object members 

In the latter case, the representation also includes a "disabledReason" attribute so that the client can, if it wishes, use this information in its UI.

2.2. Encoding Query Arguments

GET requests to resources may not have a body.  Therefore any query arguments must be URL encoded as strings.  In the case of a query argument representing a link, this should be converted to its string form first, and then URL encoded.

For example, a body such as:

[ 

  "foo", 

  1, 

  {

     "ref": "object",

     "rel": "http://localhost/objects/ABC|123",

     "method": "GET

  }

]

can be encoded to:

?param1=foo&param2=1&param3=%FE%FF%00%7B%00%22rel%FE%FF%00%22%00%3A%00%22object%FE%FF%00%22%00%2C%00%22href%FE%FF%00%22%00%3A%00%22http%FE%FF%00%3A%00%2F%00%2Flocalhost%FE%FF%00%3A8080%FE%FF%00%2Fobjects%FE%FF%00%2FABC%FE%FF%00%7C123%FE%FF%00%22%00%2C%00%22method%FE%FF%00%22%00%3A%00%22GET%FE%FF%00%22%00%7D
2.3. Domain Objects List

Lists of domain objects are represented as a list of links to their corresponding resources.  For example, the list of domain object services are represented in this fashion, as is the returned representation from invoking an action that returns a list of objects (eg Customer#findRecentOrders()).

Rather than return a bare list, however, the representation also includes a "resourceType" attribute and a "type" attribute.

For more information see the object list representation.

2.4. Content-Type header

Restful Object representations are intended to be consumed as JSON resources.  For this reason most responses will include a Content-Type header of application/json.

The one exception to this is the GET Object resource, because for this representation we also know the actual type of the resource.  In this case the Content-Type hader should be application/vnd.xxx+json, where xxx is indicates the datatype, as per links to types.

2.5. Typical Request/Responses Scenarios
This section summarises the main scenarios for requests and responses.  Each of the resources defined in the specification indicate which of these general cases are applicable or not.

2.5.1. Success / Success No Content

If a request was process successfully, then a status code in the success range 2xx will be returned.  This will typically be either:
· 200 "OK"
· body contains a JSON representation to be processed.
· 204 "No content"

· there is no body to process

· eg an action returning void, or modifying a property.
If the representation is for an object or an object member, then the Last-Modified header will also be included.  This is used in optimistic locking.
2.5.2. Failed Validation

An important aspect of the Restful Objects specification is to accommodate the fact that a domain object may validate a new value before performing an action.

For example, a Customer’s firstName cannot include certain characters or exceed a certain length; an Order that has been shipped cannot be cancelled.  For actions a client may wish to validate either the individual parameter arguments (eg the length of a string argument), or to validate the complete set of parameter arguments (eg fromDate < toDate).  

If validation logic has been defined for a property value or collection reference, then the implementation is expected to perform that validation prior to modifying the object member.

A validation failure will generate:

· 412 "precondition failed"

· Warning header

· explaining the reason why the validation failed

TODO: may need to extend this, eg to generate a response that mirrors the body arguments/query arguments, indicating which of the arguments was invalid.

2.5.3. X-ValidateOnly

Related to validation performed automatically, a client may want to validate a property field when the user tabs away, or might want to validate arguments on an action prompt.  

There are no specific resources to just perform validation.  Instead, the client can set a custom HTTP header (“X ‑ValidateOnly”) on the request to indicate that only validation should be performed only:

The responses to a "validate only" request are either:

· Success (validation completed without errors)
· 304 "Not modified" 

· no change on an idempotent action

· Failure

· 412 "Precondition failed"

· Warning header

· explaining the reason why the validation failed
TODO: may need to extend this, eg to generate a response that mirrors the body arguments/query arguments, indicating which of the arguments was invalid.

2.5.4. Optimistic Locking

The Last-Modified header provides a timestamp for the last time that an object was modified.

When a client wishes to perform a (PUT, DELETE or POST) request that will modify the state of a resource, it can request optimistic locking to be performed by providing an "If-Unmodified-Since" header.

Thereafter:

· If the object has not been modified then the response will perform successfully.

· If the object has been modified, then a 409 "Conflict" status code will be returned.
2.5.5. Client Errors

Malformed request generate status codes in the 4xx range, along with a Warning header:
· 400 "Bad request" 
· typically a syntactical error, eg malformed body arguments

· "404 "Not found"

· either the object was not found or the object member was not found

· if the object member is hidden, should also return a 404 error

· Warning header can optionally distinguish between an unknown object and an unknown member, but (for security purposes) should not distinguish between an unknown member and a hidden member

· 405 "Not supported"

· if attempt to perform incorrect method against resource

· if collection has different semantics

· eg PUT to collection without set semantics

· eg POST to collection without list semantics
· eg GET for an action with side-effects

2.5.6. Business Logic Warning and Error
When an action is invoked the business logic may raise an informational, warning or error message.  The client may in turn display a warning dialog in the UI.

To support this, the specification allows that the standard “Warning” HTTP header can be set.  The HTTP status code indicates whether this message should be considered as information (200), warning (400).

3. Home Page Resource

The 'homePage' resource is a well-known endpoint from which a representation of the collection of well-known domain services is obtained. It is analogous to index.html. 
TODO: to complete

4. User Resource
The 'user' resource [User Resource] is a well-known endpoint from which a representation of the currently logged-in user can be obtained. 
TODO: to complete

5. Type Resource
The 'types/application/vnd.xxx' resource [Type Resource] describes the type of an object (from the metamodel).
TODO: to complete

6. Object List Resource

Lists of domain objects are represented as a list of links to their corresponding resources.  For example, the list of domain object services are represented in this fashion, as is the returned representation from invoking an action that returns a list of objects (eg Customer#findRecentOrders()).  Another example 

Rather than return a bare list, however, the representation also includes a "resourceType" attribute and a "type" attribute.

For more information see the object list representation.

For example:

{

  "resourceType": "list"

  "type": {

    "rel": "type",

    "href": ...,

    "method": "GET"

  }

  "value": [

    ...

  ]

}

where:

	Attribute
	Description

	resourceType
	is the constant "list"

	type
	link to action's return type

	value
	is a list of links to the returned object.


7. GET Object Resource
The representation shows all summary information on all members of the object.  The intention is that enough information is provided to render the object in the client's UI.
7.1. Request
7.1.1. URL
GET /objects/{oid} HTTP/1.1

7.1.2. Headers / Body
None
7.2. Response (success scenarios)
7.2.1. Response
· Status code:

· 200

· Headers:

· Last-Modified

Example Body:
{
  "resourceType": "object",

  "self": {

    "rel": "self",

    "href": "http://localhost/objects/ORD|123",

    "method": "GET",

   },
  "type": {

    "rel": "type",

    "href": "http://localhost/types/application/vnd.com.mycompany.myapp.Order+json",

    "method": "GET"

   },
  "oid": ORD|123,

  "title": "Joe Blogg's Order #1",
  "links": [

    {

      "rel": "icon",

      "href": "http://localhost/images/Order.png",

      "method": "GET",

    }

  ],

  "members": [
     ...

  ]

}
where:

	Attribute
	Description

	resourceType
	Resource represents a domain object.

	self
	link to the resource URL that generated this representation

	type
	link to object's type

	oid
	object identifier, to use when building template URIs

	title
	string identifier of the object, suitable for rendering in a UI

	links[rel='icon']
	link to icon to use that represents the domain object or its type (eg for use in the client's user interface)

	members
	list of object members


The representation has a summary information of the object, along with a list of members (properties/ collections/ actions).  The order of members is defined by the implementation, but is expected to correspond to a default order for object members' corresponding representation in an end-user UI. 

7.2.1.1. Property Members
The "members" list contains a value for every (visible) property.  This contains a subset of the information shown in the detailed representation; the intention is to provide enough information to render the property value in a user interface without having to make additional requests.

For example, the "createdOn" property would look something like:
{

  ...

  "members": [
    {  
      "memberType": "property",

      "propertyId": "createdOn",

      "value": ...,
      "disabledReason": ...,
      "links": [

        {

          "rel": "type",

          ...

        },
        {

          "rel": "propertyDetails",

          ...

        }

      ]
    },
    ...

  ]

  ...
}
where:

	Attribute
	Description

	memberType
	constant value "property"; indicates this is a property

	propertyId
	property ID, to use when building templated URIs

	value
	the current value of the property.  The format will depend upon whether this is a value or reference property

	links[rel='type']
	link to the type of the property

	links[rel='propertyDetails']
	link to a more detailed representation of the property

	disabledReason
	optional; if populated then indicates the reason why the property cannot be modified.


Property values vs reference
Properties for both value types (eg String, date, int) and reference types (eg Customer, OrderStatus) are supported; what varies is the format of the value attribute.

For value types, the value is the actual string-parseable representation.  For example, if 'createdOn' is a date, then its representation would be: 
{  
  ...

  "propertyId": "createdOn",

  "value": "2011-06-14",
  ...
} 
Reference properties are similar, though here the value is actually a link.   For example, if 'orderStatus' is a property of type OrderStatus, then its representation would be:
{

  ...

  "propertyId": "orderStatus",

  "value": {

    "rel": "object",

    "href": "http://localhost/objects/ORS|IN_PROGRESS",

    "title": "In Progress",

    "method": "GET"

  },

  ...
}
Note that for both value properties and reference properties the type corresponds to the 'compile-time' type of the property, not the runtime type of the reference resource.
Property details 
The 'links[rel='propertyDetails]' links to additional details about the property: 
{

  ...

  "propertyId": "paymentMethod": ,
  ...
  "links": [

    {
      "rel": "propertyDetails",
      "href":
     "http://localhost/objects/ORD|123/properties/paymentMethod",
      "method": "GET",
    },
    ...
  ]
}
The detailed representation is a superset of the property value within (this) object representation. In addition, it includes defaults and choices (which are potentially expensive to compute, and are optional). 
7.2.1.2. Collection Members
The "members" list also contains a value for every (visible) collection.  This contains a subset of the information shown in the detailed representation, but the intention is to provide enough information to render the collection without having to make additional requests. 
Like properties, the attribute representing a collection has a type, a details link, and links to the state.  Unlike properties, though, the attribute generally does not show a value; to obtain the contents of a collection, the details link must be followed.
For example, the "items" collection would look something like:
{  
  "memberType": "collection",

  "collectionId": "items",

  "links": [
   {

     "rel": "elementType",

     "href": "http://localhost/types/application/vnd.com.mycompany.myapp.OrderItem+json",
     "method": "GET"

   },
   {

     "rel": "collectionDetails",

     "href":
        "http://localhost/objects/ORD|123/collections/items",

      "method": "GET"

    },
    ...
  ]

}

where:

	Attribute
	Description

	memberType
	constant value "collection"; indicates this is a collection

	collectionId
	collection ID, to use when building templated URIs

	links[rel='elementType']
	link to the element type of the property

	link[rel='collectionDetails']
	link to a more detailed representation of the property

	disabledReason
	optional; if populated then indicates the reason why the collection cannot be modified.

	value
	optional; if included then contains a list of the contents of the collection


7.2.1.3. Member Actions 
The "members" list also contains a value for every (visible) action.  This contains a subset of the information shown in the detailed representation, but the intention is to provide enough information to render the action without having to make additional requests.

Like properties and collection, actions have a link to 'details' which allows additional information (specifically, choices and defaults on parameters) to be obtained that might otherwise be expensive to compute.  They also indicate the link to follow to invoke the action. 
For example, the "placeOrder" action would look something like:
{

  ...

  "members": [

    {  
      "memberType": "action",

      "actionId": "placeOrder",

      "numParameters": 3,

      "links": [

        {

          "rel": "type",

          ...

        },
        {

          "rel": "actionDetails",

          "href":
          "http://localhost/objects/ORD|123/actions/placeOrder",

           "method": "GET"

        }
      ]
    },
    ...
  ]

}

where:

	Attribute
	Description

	memberType
	constant value "action"; indicates this is an action

	actionId
	action ID, to use when building templated URIs

	numParameters
	number of parameters required to invoke the action (may be required if rendering)

	links[rel='type']
	optional link to the return type of the action

	links[rel='actionDetails']
	link to a more detailed representation of the action

	disabledReason
	optional; if populated then indicates the reason why the action cannot be invoked.


7.2.1.4. Contributed Actions
The specification also supports the concept that an action may be "contributed" to a domain object by a domain service.  For example, if the CustomerRepository has an action placedBy(Order), then this action could also be made available from every Order resource. 
In this case the "links" attribute would include a link to the service that contributed the action:

{  
  "memberType": "action",

  "actionId": "placedBy",

  "numParameters": 1,

  "links": [
     ...

    {

      "rel": "contributedBy",

      "href":
      "http://localhost/objects/CRP|1",

      "method": "GET",

      "title": "Customers"
    }
    ...
  ]

}
7.2.1.5. Additional metadata on members
Implementations are free to optionally extend representations with additional attributes such as "name", "description" and "helpText": 
{
  ...
  "members": [

    {
      "memberType": "property",

      "propertyId": "deliveryOptions",
      ...,
      "name": "pay by",
      "description": "yada yada",
      "helpText": "yada yada",
    },
    {

      "memberType": "property",

      "propertyId": "comments",

      ...

      "name": "comments/remarks/special instructions",
      "description": "yada yada",
      "helpText": "yada yada",
      "maxLength": 1024,
      "regex": "[\w\s]*"
    },
    ...
  ]
}
7.3. Response (failure scenarios)

7.3.1. Response if not found
· Status code:

· 404

· Headers: 

· Warning

· Body

· empty

8. GET Property Resource
Detailed representation of the value of a property, along with links to resources modify the property's state.  The representation is a superset of the property's representation within the object representation. 
8.1. Request 
8.1.1. URL

GET objects/{oid}/properties/{propertyId} HTTP/1.1
8.1.2. Headers / Body
None

8.2. Response  (success scenarios)
8.2.1. Response

· Status code:

· 200

· Headers:

· Last-Modified

Example body
{
  "resourceType": "objectProperty",

  "propertyId": "deliveryOptions",

  "self": {

    "rel": "self",

    "href": "http://localhost/objects/ORD|123/properties/deliveryOptions",

    "method": "GET"

  },

  "type": {

    "rel": "type",

    "href": "http://localhost/types/application/vnd.string+json",

    "method": "GET"

  },
  "value": ...,
  "choices": [ ... ],

  "links": [

    {
      "rel": "parent",

      "href": "http://localhost/objects/ORD|123",

      "method": "GET"

    },
    ...

  ]
}
where:

	Attribute
	Description

	resourceType
	constant value "objectProperty"

	propertyId
	property ID, to use when building templated URIs

	self
	link to the resource URL that generated this representation

	type
	link to property's (compile-time) type

	value
	current value of the property

	choices
	optional list of suggested/recommended choices for the property

	links[rel='parent']
	link to the object that is the owner of this property


8.2.1.1. Property values and choices
For reference properties, the "value" and "choices" attributes hold links to other object resources:
{
  ...
  "propertyId": "paymentMethod",

  ...,

  "value": {

    "rel": "value",

    "href": "http://localhost/objects/PMT|VISA",

    "method": "GET",

    "title": "Visa"

  },

  "choices": [
    {
      "rel": "choices",
      "href": "http://localhost/objects/PMT|VISA",
      "method": "GET",
      "title": "Visa"
    },
    {
      "rel": "choices",
      "href": "http://localhost/objects/PMT|AMEX",
      "method": "GET",
      "title": "American Express"
    },
    {
      "rel": "choices",
      "href": "http://localhost/objects/PMT|MCRD",
      "method": "GET",
      "title": "Mastercard"
    },
  ]
}

For value types, the "value" and "choices" attributes are directly parseable strings:

{
  ...

  "propertyId": "deliveryOptions",

  ...

  "value": "PRIORITY",

  "choices": ["PRIORITY", "STANDARD", "PARCEL"],

  ...

}

8.2.1.2. Property modification 
If the property is modifiable, then the "links" list should include links to the resources used to change the property's state:
{

  ...

  "propertyId": "deliveryTime",

  ...
  "links": [
    {
      "rel": " modify",
      "href": "http://localhost/objects/ORD|123/properties/deliveryTime",
      "method": "PUT",
      "body": [ null ]
    },
    {
      "rel": " clear",
      "href": "http://localhost/objects/ORD|123/properties/deliveryTime",
      "method": "DELETE"
    },
  ]
  ...
}
where:

	Attribute
	Description

	links[rel='modify']
	optional link back to self to modify property value

	links[rel='clear']
	optional link back to self to clear property value

	disabled Reason
	optional; if populated then indicates the reason why the property cannot be modified/cleared and the links should not be present


The new value (for the modify) is sent in the body request via HTTP PUT. Validation of properties occurs when the modify is made; there is no specific resource to just validate a property value. However, it is possible to set a header to request that validation is performed without the actual modification; see PUT Object for further details. 
If the property  is NOT modifiable, then the representation should include a "disabledReason" attribute to indicate the reason why the value of the property cannot be modified:

{

   ...

   "disabledReason":

      "Cannot add items to order that has already shipped",

   ...

}
8.2.1.3. Additional metadata
Implementations are free to optionally extend representations with additional attributes such as "name", "description" and "helpText".
8.3. Response (failure scenarios)

8.3.1. Response if object or property not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· property cannot be found

· Body

· empty

9. GET Collection Resource
Returns the details and contents of a collection (superset of the collection's representation within the object resource). 
9.1. Request 
9.1.1. URL

GET objects/{oid}/collections/{collectionId} HTTP/1.1

9.1.2. Headers / Body
None 
9.2. Response (success scenarios)
9.2.1. Response

· Status code:

· 200

· Headers:

· Last-Modified

Example body
{
  "resourceType": "objectCollection",

  "collectionId": "items",
  "self": {
    "rel": "self",
    "href": "http://localhost/objects/ORD|123/collections/items",
    "method": "GET",
  },
  "type": {

    "rel": "type",

    "href": "http://localhost/types/application/vnd.com.mycompany.myapp.OrderItem+json",

    "method": "GET"

  },
  "value": [ ... ],
  "links": [
    {
      "rel": "parent",
      "href": "http://localhost/objects/ORD|123",
      "method": "GET"
    }
    ...
  ]
}
where:

	Attribute
	Description

	resourceType
	constant value "objectCollection"

	collectionId
	collection ID, to use when building templated URIs

	self
	link to the resource URL that generated this representation

	type
	link to collection's element type

	value
	list of links to the objects within the collection

	links[rel='parent']
	link to the object that is the owner of this collection


9.2.1.1. Collection values

The value of a collection is a list of links to other objects:
"value": [

   {

     "rel": "value",

     "href": "http://localhost/objects/ORD|123|1",

     "method": "GET",

     "title": "Harry Potter and the Goblet of Fire"

   },

   {

     "rel": "value",

     "href": "http://localhost/objects/ORD|123|2",

     "method": "GET",

     "title": "Rubiks Cube"

   },

   {

     "rel": "value",

     "href": "http://localhost/objects/ORD|123|3",

     "method": "GET",

     "title": "Xbox"

   }

]
9.2.1.2. Collection modification

If the collection is a modifiable, then the "links" list will contain links to "addTo" and "removeFrom".
If the collection is a set, then the "addTo" link will be a PUT:
"links": [

  ...
  {

    "rel": "addTo",

    "href": "http://localhost/objects/ORD|123/collections/items",

    "method": "PUT"

  },

  {

    "rel": "removeFrom",

    "href": "http://localhost/objects/ORD|123/collections/items",

    "method": "DELETE"

  }
]
If the collection is a set, then the "addTo" link will be a POST:
"links": [

  ...
  "addTo": {

    "rel": "addTo",

    "href":"http://localhost/objects/ORD|123/collections/items",

    "method": "POST"

  },

  {

    "rel": "removeFrom",

    "href": "http://localhost/objects/ORD|123/collections/items",

    "method": "DELETE"

  }
]
If the collection is NOT modifiable, then the representation should include a "disabledReason" attribute to indicate the reason why the contents of the collection cannot be modified:

{

   ...

   "disabledReason":

      "Cannot add items to order that has already shipped",

   ...

}

9.2.1.3. Additional metadata
Implementations are free to optionally extend representations with additional attributes such as "name", "description" and "helpText".
9.3. Response (failure scenarios)
9.3.1. Response if object or collection not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· collection cannot be found

· Body

· empty

10. GET Action Resource
Returns details of action, parameters, parameter defaults and choices. This is a superset of the information returned in the object resource for the action, as it also contains parameter names, defaults and choices. 
10.1. Request
10.1.1. URL

GET objects/{oid}/action/{actionId} HTTP/1.1

10.1.2. Headers / Body
None 

10.2. Response (success scenarios)
10.2.1. Response

· Status code:

· 200

· Headers:

· Last-Modified

Example body
{
  "resourceType": "objectAction",

  "actionId": "placeOrder",
  "self": {
    "rel": "self",
    "href":"http://localhost/objects/ORD|123/actions/placeOrder",
    "method": "GET"
  },
  "type": {
    "rel": "type",
    "href": "http://localhost/types/application/vnd.com.mycompany.myapp.DeliveryConfirmation+json",
    "method": "GET"
  },
  "numParameters": 3,
  "parameters": {
    ...

  },
  "links": [
    {

      "rel": "parent",

      "href": "http://localhost/objects/ORD|123",

      "method": "GET"

    }
    ...

  ]
}

where:
	Attribute
	Description

	resourceType
	constant value "objectAction"

	actionId
	action ID, to use when building templated URIs

	self
	link to the resource URL that generated this representation

	type
	link to action's return type

	value
	list of links to the objects within the collection

	links[rel='parent']
	link to the object that is the owner of this property


10.2.1.1. Action Parameters

Whereas the object resource indicates only the number of parameters in the action, the action resource also lists the parameter details in the "parameters" list.
"numParameters": 3,
"parameters": [
  {

    "name": "confirmDetails",
    "type": { ... },

    "choices": [ ... ],

    "default": { ... },

  },
  {
    "name": "param2",
     "type": { ... },

     "choices": [ ... ],

     "default": { ... },

  },
  {
    "name": "param3",
     "type": { ... },

     "choices": [ ... ],

     "default": { ... },

  }

]
where:
	Attribute
	Description

	name
	is the name of the parameter

	type
	links to the parameter's type

	choices
	is an optional list of choices (using rel='choice') for the parameter argument

	default
	is an optional value/link to act as the default for the action (if a reference, then using rel='default')


10.2.1.2. Action Invocation

If the action can be invoked then the "links" list should contain links to resources through which the action can be invoked.
If the implementation can determine that the action has no side-effects, then a GET link should be provided:

"links": [

  ...
  {

    "rel": "invoke",

    "href":
   "http://localhost/ objects/ORD|123/actions/placeOrder/invoke?param1={param1}&param2={param2}&param3={param3}",

    "method": "GET"

  },

  ...

}

Note that the link includes placeholders for the values of each of the parameters.  If the parameter argument requires a link to another object, then the value should be converted to a string and URL encoded.

If the implementation can determine that the action is idempotent, then a PUT link should be provided:

"links": [

  ...
  {

    "rel": "invokeIdempotent",

    "href": "http://localhost/ objects/ORD|123/actions/placeOrder/invoke",

    "method": "PUT"

    "body": [ null, null, null ]

  }

  ...

]
Note that the "body" attribute is a list with values (or null placeholders) for the required parameters.  (See body attribute for further discussion).

Finally, if the action to be invoked may have side-effects and is not idempotent (or that the implementation is unable to determine whether the action does or does not), then a POST link should be provided:

"links": [

  ...
  {

    "rel": "invokeIdempotent",

    "href": "http://localhost/ objects/ORD|123/actions/placeOrder/invoke",

    "method": "POST"

    "body": [ null, null, null ]

  }

  ...

]
If the action is NOT modifiable, then the representation should include a "disabledReason" attribute to indicate the reason why the action cannot be invoked:

{

   ...

   "disabledReason":

      "Cannot placeOrder because customer has been blacklisted",

   ...

}
10.2.1.3. Additional metadata
Implementations are free to optionally extend representations with additional attributes such as "name", "description" and "helpText".  This is true for both the action details and action parameters.
10.3. Response (failure scenarios)

10.3.1. Response if object or action not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· action cannot be found

· Body

· empty

11. GET Action/invoke Resource
Invoke an action that the implementation has determined has no side-effects.  A typical example is to search for objects from a domain service repository.
11.1. Request 
11.1.1. URL

GET objects/{oid}/actions/{actionId}/invoke?param1={param1}&param2={param2}&param3={param3} HTTP/1.1

Query arguments should be specified in the URL; an HTTP GET request cannot include a body.  All query arguments must be URL encoded, and be either a string-parseable scalar value, or should be the string representation of a link to another object, URL encoded.
11.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

11.1.3. Body 
None (body is not applicable for HTTP GET requests).
11.2. Response (success scenarios)
11.2.1. Response if successful and returns an object
· Status code:

· 200

· Headers:

· Last-Modified

· Body

· will be an object representation.

11.2.2. Response if successful and returns a list of objects

· Status code:

· 200

· Headers:

· None

· Body

· will be an object list representation.

11.2.3. Response if successful and returns a scalar (value)
· Status code:

· 200 

· Headers:

· None

Example body

{

  "resourceType": "scalar"

  "type": {

    "rel": "type",

    "href": ...,

    "method": "GET"

  }

  "value": ...
}

where:

	Attribute
	Description

	resourceType
	constant value "scalar"

	type
	link to action's return type

	value
	a string-parseable scalar value


11.2.4. Response if X-Validation-Only and validation passes

· Status code

· 304 "Object not modified"

· all arguments are valid, but no change occurred
· Headers

· none

· body

· empty

11.3. Response (failure scenarios)

11.3.1. Response if object or action not found or is hidden
· Status code:

· 404

· Headers: 

· Warning
· object cannot be found, or

· action cannot be found

· Body

· empty

11.3.2. Response if invalid request

· Status code:

· 400 ("bad request")

· eg missing parameters

· eg action is disabled

· Headers: 

· Warning

· Last-Modified

· Body

· empty

11.3.3. Response if validation failed

· Status code:

· 412 "Precondition failed"

· Headers:

· Warning

· Last-Modified

· Body:

· empty

11.3.4. Response if action is not side-effect free
· Status code:

· 405 ("method not allowed)

· Headers: 

· Warning

· Last-Modified

· Body

· empty

11.3.5. Response if object changed
· Status code:

· 409 "conflict"
· Headers: 

· Warning

· Last-Modified
· Body

· empty

11.3.6. Response if action returns void
The specification does not define a response for actions with no side-effects that return void.   Indeed, the expectation is that the implementation would prevent a domain object action from being exposed as a non-side-effect free if it returns void.

12. PUT Property Resource
Update (or clear) property value of an object. 
12.1. Request 
12.1.1. URL
PUT objects/{oid}/property/{propertyId} HTTP/1.1

12.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

12.1.3. Body
[
    ...
]
where the body is a list with a single element representing the new value (a string parseable scalar or a link).
12.2. Response  (success scenarios)
12.2.1. Response if successful

· Status code:

· 204 "no content"

· Headers:

· Last-Modified

· Body

· empty

12.2.2. Response if X-Validation-Only requested and validation passes

· Status code:

· 304 "object not changed"

· proposed value was valid, but no change occurred

· Headers:

· None

· Body

· empty

12.3. Response  (failure scenarios)
12.3.1. Response if object or property not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· property cannot be found

· Body

· empty

12.3.2. Response if invalid request
· Status code:

· 400 ("bad request")

· eg body is not a list with single value of correct type or null

· Headers: 

· Warning

· Last-Modified

· Body

· empty

12.3.3. Response if validation failed
· Status code:

· 412 "Precondition failed"

· Headers:

· Warning

· Last-Modified

· Body:

· empty

12.3.4. Response if object changed
· Status code:

· 409 "conflict"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

13. PUT Collection Resource
Add an object to a collection. The collection must have set semantics. 
13.1. Request
13.1.1. URL
PUT objects/{oid}/collections/{collectionId} HTTP/1.1

13.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

13.1.3. Body 
[
    ...

]

where the body is a list with a single element being a link to the object to add to the collection.
13.2. Response  (success scenarios)

13.2.1. Response if successful

· Status code:

· 204 "no content"

· Headers:

· Last-Modified

· Body

· empty

13.2.2. Response if X-Validation-Only requested and validation passes

· Status code:

· 304 "object not changed"

· proposed reference to add to collection was valid, but no change occurred

· Headers:

· None

· Body

· empty

13.3. Response  (failure scenarios)
13.3.1. Response if object or collection not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· collection cannot be found

· Body

· empty

13.3.2. Response if invalid request
· Status code:

· 400 ("bad request")

· eg body is not a list with single value of correct type

· eg object reference does not exist

· Headers: 

· Warning

· Last-Modified

· Body

· empty

13.3.3. Response if validation failed
· Status code:

· 412 "Precondition failed"

· Headers:

· Warning

· Last-Modified

· Body:

· empty

13.3.4. Response if object changed
· Status code:

· 409 "conflict"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

13.3.5. Response if collection does not have set semantics
· Status code:

· 405 "method not allowed"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

14. PUT Action/invoke Resource
Invoke an action that the implementation has determined is idempotent (though may have side-effects).  An example might be Order#submit(), which has the same post-conditions irrespective of whether the order is submitted or not.

14.1. Request 

14.1.1. URL

PUT objects/{oid}/actions/{actionId}/invoke HTTP/1.1

14.1.2. Headers

· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

14.1.3. Body

[
    ...

]

where the body is a list with elements for each of the proposed arguments (either string-parseable scalar values, or links to objects)
14.2. Response  (success scenarios)

As per GET Action/invoke success scenarios, except for:

· actions returning void
· which is also defined as a success scenario.

· actions which are not side-effect free but are idempotent

· which is also defined as a success scenario

14.2.1. Response if action returns void

Unlike side-effect free actions, those actions which are idempotent but that have side-effects may return void.

· Status code:

· 204  "no content"

· Headers:

· Last-Modified
· Body

· None

14.2.2. Response if action is not side-effect free (but is idempotent)

As per success.
14.3. Response  (failure scenarios)

As per GET Action/invoke failure  scenarios, except for:

· actions returning void,

· which is defined as a success scenario (see above)

· actions which are idempotent but not necessarily side-effect free 

· which is defined as a success scenario (see above)

· actions which are not idempotent

· defined as a failure (see below)

14.3.1. Response if action is not idempotent

· Status code:

· 405 ("method not allowed)

· Headers: 

· Warning

· Last-Modified

· Body

· empty

15. DELETE Property Resource
Clear property value. 
15.1. Request
15.1.1. URL

DELETE objects/{oid}/properties/{propertyId} HTTP/1.1

15.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

15.1.3. Body 
None 
15.2. Response  (success scenarios)

15.2.1. Response if successful

· Status code:

· 204  "no content"

· Headers:

· Last-Modified

· Body

· None

15.2.2. Response if X-Validation-Only requested and validation passes

· Status code:

· 304 "object not changed"

· proposed clearing of property was valid, but no change occurred

· Headers:

· None

· Body

· empty

15.3. Response  (failure scenarios)
15.3.1. Response if object or property not found or is hidden

· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· property cannot be found

· Body

· empty

15.3.2. Response if validation failed
· Status code:

· 412 "Precondition failed"

· Headers:

· Warning

· Last-Modified

· Body:

· empty

15.3.3. Response if invalid request
· Status code:

· 400 ("bad request")

· eg body is not a list that contains single value of correct type, or is null

· eg if link, object reference does not exist

· Headers: 

· Warning

· Last-Modified

· Body

· empty

15.3.4. Response if object changed
· Status code:

· 409 "conflict"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

16. DELETE Collection Resource
Removes an object from a collection. 
16.1. Request
16.1.1. URL
DELETE objects/{oid}/collections/{collectionId} HTTP/1.1

16.1.2. Headers 
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

16.1.3. Body
[ ... ]
16.2. Response  (success scenarios)

16.2.1. Response if successful

· Status code:

· 204  "no content"

· Headers:

· Last-Modified

· Body

· None

16.2.2. Response if X-Validation-Only requested and validation passes

· Status code:

· 304 "object not changed"

· proposed removal of reference from the collection was valid, but no change occurred

· Headers:

· None

· Body

· empty

16.3. Response  (failure scenarios)
16.3.1. Response if object or collection not found or is hidden
· Status code:

· 404

· Headers: 

· Warning

· object cannot be found, or

· collection cannot be found

· Body

· empty

16.3.2. Response if validation failed
· Status code:

· 412 "Precondition failed"

· Headers:

· Warning

· Last-Modified

· Body:

· empty

16.3.3. Response if invalid request
· Status code:

· 400 ("bad request")

· eg body is not empty

· Headers: 

· Warning

· Last-Modified

· Body

· empty

16.3.4. Response if object changed
· Status code:

· 409 "conflict"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

17. POST Collection Resource
Very similar to PUT on a Collection, except that: 
· the object will always be added to the collection even if already present
· if the collection has set semantics in the resource, then will return 405 "Method not allowed"
17.1. Request
17.1.1. URL

POST objects/{oid}/collections/{collectionId} HTTP/1.1

17.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

17.1.3. Body 

[
    ...

]

where the body is a list with a single element being a link to the object to add to the collection.
17.2. Response  (success scenarios)

As per PUT Collection, except that:

· post to collection with list semantics

· is defined as success scenario

· post to collection with set semantics

· is defined as a failure scenario
17.2.1. Response if collection has list semantics
· Status code:

· 204 "no content"

· Headers:

· Last-Modified

· Body

· empty

17.3. Response  (failure scenarios)

As per PUT Collection, except that:

· post to collection with list semantics

· is defined as success scenario

· post to collection with set semantics

· is defined as a failure scenario
17.3.1. Response if collection has set semantics

· Status code:

· 405 "method not allowed"

· Headers: 

· Warning

· Last-Modified

· Body

· empty

18. POST Action/invoke Resource 
Similar to PUT on an Action/invoke, except that applies to all actions no matter what their semantics (a 405 "method not allowed" status code will never be returned).
18.1. Request 
18.1.1. URL
POST objects/{oid}/actions/{actionId}/invoke HTTP/1.1

18.1.2. Headers
· If-Unmodified-Since: timestamp (obtained from Last-Modified)

· optional; if specified then apply optimistic locking
· X-ValidateOnly: "true"

· optional; if specified then indicate to only validate the request, but not to modify resource state

18.1.3. Body 
as per PUT Action/invoke:
[
    ...

]

where the body is a list with elements for each of the proposed arguments (either string-parseable scalar values, or links to objects)
18.2. Response  (success scenarios)

As per PUT Action/invoke success scenarios, except that:

· actions which are not idempotent

· which is also defined as a success scenario

18.2.1. Response if action is not idempotent

As per success.
18.3. Response  (failure scenarios)

As per PUT Action/invoke success scenarios, except that:

· actions which are not idempotent 

· which is defined as a success scenario (see above)
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